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Layer 2 Switching

Spanning Tree Standard 802.1d . 802.1w , 802.1s..
Protocol

Port grouping/linic : Support for 1E1E 802.3ad

aggregation
YVI.AN Support for up to 4,094 VLLANs simultancously

Port-bused and 802.1Q tag-based VLANs: MAC-based VL, AN
protocol-based VLAN; 1P subnet-based VLAN
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S

IEEE 802.1X
supplicant

Web-based

authentication

Port security

ACLs

Standards

: Web-based authentication provides network admission control

Ablllty (o lock source MAC ’IddICSSCS o por(s and ilmlts ﬂlL

{ Supports time- based 807 lX dynamic VL/\N assignment; MAC
F authentication

+ A swilch can be configured to act as a supplicant to another

switch. This enables exiended secure access in areas outside the
s wiring closet (such as conference rooms)

“through web browser to any host devices and operating systems

.number of learned MAC addresscs

- Support for up to 1,024 rules

Dmp or rate limit based on source and destination MAC, VI.AN
1B, [Pv4 or [Pv6 address, 1Pv6 [low label, protocol. pori.
Differentiated Scrvices Code Point (DSCPYIP precedence.
- Transmission Control Protocol/Uscr Dalagram Protocol
(TCP/ULP) source and destination ports. 802.1p priority.
- Ethernet type, Internet Control Message Protocol (ICMP)
packets, IGMP packets, TCP {lag: ACI, can be applied on both
ingress and egress sides

- Time-based ACLs supported

[ER 8(}"‘ 3 }OBASL T Llhcmct REE 80” 3u 1()015/\51 X

“Fast Iithernet, [EEE 802.3ab 1000BASE-T Gigabit Fthermnelt,
“IREE 802.3ad Link Aggicoauon Control Protocol, IREE 802.3
" Gigabit BEthernet, H:E 802.3ae 10 Gbiv/s Ethernet over fiber fm
CEANLIEER 802.3an {0GBase-T 10 Gbit/s Tithernet over copper
Ftwisted pair cable, TEIE 802.3x Flow Control, [EEE 802.1D
L(STP, GARP, and GVRP), IEER 802.1Q/p VLAN, [EEL §02.1w
' Rapid STP, IEEL 802.1s Multiple STP, IEET: 802.1X Port
' Access Authentication, IEEE 802.3af, [EEE 802.3at, 1EEE
 802.1AB Link Layer Riscovery Protocol, IEEE 802.3az E newy

S
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SNMP

// -

Efficient Ethernet, REC 768, REC 783, REC 791, RFC 792. RFC
1793, RIFC 813. REC 826, RFC 879, RFC 896, RFC 854, REC |
855, REC 856, REC 858, RFC 894, RFC 919, RFC 920, REC |
1922, REC 950, REC 951, RFC 1042, RFC 1071, RFC 1123, RFC
L141. REC 1155, REC 1157, RIC 1213, REC 1215, RFC 1286,
| RFC 1350, REC 1442, REC 1451, RFC 1493, REC 1533, REC
1541, RFC 1542, REC 1573, REC 1624, RFC 1643. RFC 1700,
'RFC 1757, RFC 1867, RFC 1907, RFC 2011, RFC 2012, RFC
2013, RFC 2030, REC 2131, REC 2132. RFC 2233, REC 2576.
'RFC 2616. REC 2618, RFC 2665, RFC 2666, RFC 2674, REC
2737, REC 2819, RFC 2863, RFFC 3164, REC 3176, RFC 3411,
|RFC 3412, RFC 3413, RFC 3414, REC 3415, RFC 3416, RFC
14330

L SNMP versions 1, 2c, and 3 with supporl for traps, and SNMP
sversion 3 User-based Security Model (USM)
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