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1. High-Performance Core Modulay Switch: (1 Switch)

» General Specifications

=  Form Factor: Racl-mountable, 1U
o Hardware Architecture:

" Multi-core CPU for high-performance control plane processing
* Dedicated forwarding and queuing hardware ASICs
* Hardware-based packet classification, forwarding, and encryption

« Supported Media Types: Fiber-optic (single-mode and multimode)

> Interfaces and Ports

* Access Ports:

® 24x1/10/25G Ethernet ports
*  Compliant with [FEE 802.3z (Gigabit Ethernet), IEEE 802.3ae (10G
Ethernet), and IEEE 802.3by (25G Ethernet)

« Uplink Ports:

" 4x40/100G Ethernet ports with breakout support for 4x10G or 4x25G
modes
" Compatible with QSFP28 and QSFP+ transceivers

> Performance

« Switching Capacity: 6.4 Thps

+ Forwarding Rate: 2 Bpps

« MAC Address Table: 256,000 entries
= IPv4/IPv6 Routing Table Size:

® |Pv4: 128,000 routes
= iPvb: 64,000 routes

« Buffer Size: 32 MB shared packet buffer per port group

41"
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» Supported Technologies and Protocols

o Layer 2 Features:

"  VLAN Trunking Protocol (VTP) with up to 4,000 VEANs

® |EEE 802.1Q VLAN tagging and QinQ (802.1ad)

®* Rapid Spanning Tree Protocol (RSTP, IEEE 802.1w)

® Multiple Spanning Tree Protocol (MSTP, IEEE 802.15)

® Link Aggregation Control Protocol (LACP, IEEE 802.3ad)
= Ethernet Ring Protection Switching (ERPS, ITU-T G.8032)

« ILayer 3 Features:

® QOSPF, OSPFv3, EIGRP, IS-IS

= Static and dynamic routing for IPv4 and |Pv6

® Bidirectional Forwarding Detection (BFD) for fast convergence
® Policy-Based Routing (PBR)

o Security Features:

= IEEE 802.1X Authentication (per-port and per-MAC)
" Hardware-based MACsec-256 encryption on all ports

® Secure Shell (SSH) Protocol and Simple Network Management Protocol
version 3 {SNMPv3)

“ Port-based access control lists (PACLs)
®* Role-Based Access Control (RBAC)

o Virtual Stacking:

® Support for up to 8 switches in a single virtual stack.

® Proprietary stacking technology ensuring sub-50ms failover for link or
switch failures.

" High-speed stacking bandwidth using dedicated hardware channels for
inter-switch communication.

» Management and Monitoring

= Protocols:

= NetFlow and Flexible NetFlow for traffic analytics
/ ®= Streaming telemetry with model-driven data collection
/ " RESTful APl support for automation
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Syslog for event logging

Configuration:

Caommand-Line Interface (CLI)
Webh-based GU! via embedded HTTP server
Support for SNMP v1/v2c/v3

> Power and Cooling

[

Power Supplies:

Dual 650W AC hot-swappable power supplies with load balancing and

redundancy
Platinum-rated efficiency

Cooling System:

Redundant, hot-swappable fan trays with front-to-back airflow

» Transceivers:

10G SFP+ Transceivers (Single-Mode):

Wavelength: 1310nm

Connector Type: LC Duplex
Distance Support: Up to 10 km
Standard Compliance: |EEE 802.3ae

Gy
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2. High-Performance Aggregation Switch (* Switches)

» General Requirements:

Support a minimum of 24 x 1/10G SFP+ ports and 6 x 40G QSFP+ ports.
Must include a redundant power supply.

Support MLAG (Multi-Chassis Link Aggregation) for redundancy and
scalability.

Hot-swappable power supplies and fans.

> Switching Capacity:

Switching capacity: = 2.56 Thps
Forwarding performance: > 1900 Mpps
MAC address table: > 96K entries
VLAN support: 4K VLANs

Jumbo frame support: > 9216 bytes

» Supported Protocols and Features:

[EEE 802.1Q VLAN tagging and QinQ

Spanning Tree Protocol (STP, RSTP, MSTP)

Link Aggregation Control Protocol (LACP, IEEE 802.3ad)}
IGMP Snooping v1/v2/v3 and MLD Snooping

Storm control for broadcast, multicast, and unknown unicast
Static routing, RIP, OSPF, IS-1S, and BGP

VRRP for redundancy

Policy-based routing (PBR)

IPv4/IPv6 dual-stack support

DHCP relay and DHCP snooping

802.1X authentication {Port-based and MAC-based)

ACL (IPv4 & 1Pv6)

SSH, RADIUS, TACACS+ authentication

Port security and dynamic ARP inspection (DAI)

Secure boot and firmware integrity verification

Support for traffic classification based on DSCP, 802.1p, and ToS
Queue scheduling algorithms {SP, WRR, WFQ)

Congestion avoidance {WRED)
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» Management & Monitoring:

®  Web GUI, CLI (SSH, Telnet, Console)
= SNMP v1/v2c/v3

® NETCONF/YANG-based management
= Syslog and RMON support

> Transceivers: (12 x 10G SFP+ transceivers (Sinsole Mode))

®=  From Factor: SFP+

= Connector Type: LC Duplex

= Wavelength: 1310nm

* Transmission Distance: Up to 10 km
= Data Rate: 10Gbps

3. Enterprise Access Switch (® Switches)

> General Reguirements:

®  Support 48 x 1G RJ45 ports and 4 x 10G SFP+ ports.
® Rack-mountable design with mounting accessories,

> Performance and Switching Capacity:

* Switching capacity: = 176 Ghps

® Forwarding rate: 2 130 Mpps

* MAC address table: > 32K entries
2 VLAN support: 2 4K VLANs

> Supported Protocols and Features:

® VIAN support (802.1Q, QinQ})

*  Spanning Tree Protocol (STP, RSTP, MSTP)

® Link Aggregation {LACP, IEEE 802.3ad)

¥ IGMP Snooping v1/v2/v3

® Storm control for broadeast, multicast, and unknown unicast
® Static routing, RIP, OSPF (optional)

* DHCP relay and snooping

1Pv4/IPv6 dual-stack support

802.1X authentication {Port-based, MAC-based)

Port security, BPDU Guard
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®  ACL(IPv4 & IPy6)

®  SSH, RADIUS, TACACS+

= Traffic classification and prioritization

* Queue scheduling algorithms {SP, WRR, WFQ)
® Congestion control

> Management & Monitoring:

*  Web GUI, CLI (SSH, Telnet, Console)
*  SNMP v1/v2c/v3

" Syslog and RMON support

® LLDP, sFlow, NetFlow support

} > Transceivers (2 x 10G SFp+ transceivers (Single Mode) Per each Switch)

®  Form Factor: SFP+

* Connector Type: LC Duplex

*  Wavelength: 1310nm

* Transmission Distance: Up to 10 km
® Data Rate: 10Gbps

Endpoint Detection and Response : k=4

o T e e e e e e e
| Kaspersky EDR License F Years Kaspersky EDR License - f

|_Kaspersky Security Centt"-_'_t;:m . ..| Kaspersky Security Center

Fiber Optics network Deployment : i\
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Manholes), 0S2 single Mode cables, Patch Panels, termination, splicing
Accessories).
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DDR4-32 GB RAM

Fiber Optics network deployment including civil works (Trench;ng, Conduits,
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Server’s Accessories ; &l

32GB DDR4-2666 MHz RDIMM for Dell R740 and R730 Severs

Dell 1.2TB SAS 12Ghps 10K RPM 2.5" 4K, HDD (Hot-Plug) for Dell R740

Deli 1.87B SAS

Deli 900GB SAS

Deli 960GB SAS

L.

Dell 960GB SAS 12Gbps Mixed Use 2.5 SSD
p

Dell 1.2TB SAS
N | HP 1TB SAS 12Gbps 10K RPM 2.5" 4K, HDD {Hot-Piug) for HP DL380
4P 1TB SAS
| Dell 1.8TB SAS 12Ghbps 10K RPM 2.5" 4K, HDD (Hot-Plug) for Dell R740

Dell S00GB SAS 12Gbps 15K RPM 2.5" 4K, HDD for R730 and R740
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